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ABSTRACT
A threat analysis framework and methodology was 
developed by the authors to catalogue threats, 
vulnerabilities, attacks and countermeasures for smart 
cards (contact and contactless) and wireless sensor 
network node technologies. The goal of this research 
was to determine “Security Lessons” learned from the 
world of smart cards that may be applied to wireless 
sensor network nodes and vice versa.
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RESEARCH AREA
OBJECTIVE 1: Determine if there are any security threats, 
vulnerabilities, attacks and countermeasures that have been established 
for smart card technologies (both contact and contactless) that can be 
directly and/or indirectly applied to wireless sensor network node 
technologies;

OBJECTIVE 2: Determine if there are any existing or emergent sec urity 
threats, vulnerabilities, attacks and countermeasures that have been 
established for wireless sensor network node technologies that can be 
directly and/or indirectly applied to smart card technologies.

OUTCOME
This research proposes a framework and methodology for classifying 
and analysing threats against smart cards and WSN nodes. Indicat ions 
are that many attacks against smart card integrated circuits apply to 
WSN nodes and some WSN node RF/Communications attacks may 
apply to contactless smart cards and RFIDs.
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3. WSN Node Background
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Historically, smart cards have endured many 
threats and attacks exposing vulnerabilities, 
however most of these threats now have 
effective countermeasures.  Many smart 
cards have not been through a recognised 
security evaluation, however, it is important 
to note that some industries (e.g., 
banking/credit cards) have insisted that 
certain aspects of smart card technology are 
assessed through Common Criteria. We 
believe that historically the drive to seek 
Common Criteria evaluations has helped 
firm and mature security requirements and 
functionalities within many technologies.

To capture and categorise data, we created 
a framework and methodology in the form of 
a Threat, Vulnerability, Attacker and 
Countermeasure (TVAC) table.

These matrices record any commonality or 
applicability from one technology to the 
other. Ten threats, SCA-T1 to SCA-T10, 
have been explored for contact smart cards 
and these have also been applicable to 
contactless smart cards too as SCB-T1 to 
SCB-T10 respectively. Four additional 
threats have been applied to contactless 
smart cards as SCB-T11 to SCB-T14, giving 
contactless smart cards a count of fourteen. 
Eight threats were listed for WSN nodes 
(WSNN-T1 to WSNN-T8).

This research proposes a novel framework and 
methodology for classifying and analysing threats that 
may have wider applicability (e.g., Java Card 3.0 & 
RFIDs).

Attacks against smart card integrated circuits apply to 
WSN nodes and some WSN node RF/Communications 
attacks may apply to contactless smart cards and 
RFIDs. High, Medium and Low assuranceTamper 
resistance features within smart cards should be 
considered for WSN nodes. 

This paper has also defined two new definitions for 
attacks, ‘Cessation of Service (CoS)’ and/or a 
‘Distributed Cessation of Service (DCoS)’

Suggested further areas of research:

RF/Communications threats between WSN nodes and 
Mobile Cell Phones.

A study of WSN nodes and sensor technologies in 
airports to assist baggage and passenger screening.

An assessment of smart card services/functionalities 
such as Global Platform and Card Manager, Java Card 
Runtime Environment (JCRE) and smart card APIs to 
determine applicability to WSN nodes.

Alternative Authentication mechanisms for WSN nodes: 
(Attribute Certificates/Kerberos tickets). We are 
interested in investigating a secure authentication and 
routing protocol similar to IPSEC which we have 
provided a working label of KAFKA (Know Allies & 
Family, Know Adversaries) to suit the adaptive nature of 
Wireless Sensor Networks.

Smart cards and wireless sensor network 
nodes (hereafter referred to as WSN nodes) 
are two functionally distinct technologies 
sharing similar design characteristics. Both 
have severe space and computational 
restrictions and require low levels of power 
to function.

Smart cards have evolved from being simple 
insecure data carriers, to quite sophisticated 
devices today (e.g., mobile cell phone SIM 
technology). There are many standards that 
govern the development and use of smart 
cards and many vendors in the market place.

Conversely, WSN nodes are a relatively new 
form of evolving technology and although 
products are widely available, there are only 
a few embryonic standards governing 
development and use.

With ever increasing miniaturisation and 
ubiquity of computing devices there may be 
overlapping areas within technologies such 
as smart cards and WSN nodes (and indeed 
PDAs, laptops and mobile cell phone 
technology too). The proposed framework 
and methodology for the systematic analysis 
of security issues within this paper may help 
to assess potential overlaps and/or 
convergences within technologies.

Although there is research on Java Card 3.0 
and TCP/IP and there has been research 
with secure distributed computing on a Java 
Card grid, the typical usage of smart cards 
today is not as networked devices; 
conversely a WSN node is a networked 
device.

The term ‘Mote’ is often interchangeable with 
the notion of a sensor node or wireless 
network node. For this paper, a WSN node 
refers to a device consisting of an integrated 
circuit with a microprocessor and memory 
which is able to function as an element 
within a network, passing data onto other 
devices through wireless communications. 

“These devices make up hundreds or 
thousands of ad hoc tiny sensor nodes 
spread across a geographical area. These 
sensor nodes collaborate among themselves 
to establish a sensing network. A sensor 
network that can provide access to 
information anytime, anywhere by collecting, 
processing, analysing and disseminating 
data [Tubaishat & Madria 2003]”.


